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This KB is a result of a very specific project for a customer: design and implement a lock-down for Oracle administrators on various Unix servers. In other words, all DBAs must log in as themselves, and then su(1) to user oracle. 
Recent internal audit uncovered problems with the use of shared login accounts and the customer needed to address it immediately.

The customer wanted a solution that can be implemented quickly, without downtime, without any extra cost for hardware or software (vendor- based solutions had to be discarded), and that can be ported to different Unices, Linux and MacOS without any major changes.
An open-source solution based on SSH, SUDO and SUDOSH satisfied all requirements. It is currently being used for a large customer in Australia.
The solution is not limited to Oracle accounts. It can be used on servers with multiple system administrators whose actions must be auditable.
Possible Implementation Scenarios

Some very elegant solutions were readily available. A few to mention:

· Role Based Access Control (RBAC).

· Extended Pluggable Authentication Module (PAM).

· HP-UX Security Containment.

· Authentication against LDAP, Kerberos,


or Windows NTLM, and others.

· Smart Card.
· Symark’s PowerBroker (http://www.symark.com/).
The challenge was to choose the one that was portable to all major Unices and Linux.
None of the above satisfied. For example, RBAC come standard with Solaris, but is optional for other Unices.
I discarded methods that modify login Shell profiles (.profile, .cshrc and similar) because:

· Not fully portable (different versions of operating systems have

unique Shell syntax. In addition, there are too many types of Shells in use.
· Does not apply to CDE, X-Windows and other types of logins.
For instance, CDE startup file is ~/.dtprofile in Solaris. Unless the following line is 
enabled, .login (for Csh users) or .profile (for Shell or Kshell users) is never read:

DTSOURCEPROFILE=true

Here is an example how restricted login would work for standard Shells that use ~/.profile:
trap “” 1 2 3 4 5 6 7 8 9 10 11 12 15 19
name=`logname`

if [ $name = oracle ]

then

    echo “ERROR: $name not allowed to log in - only su allowed!”

    logout

fi
The code example traps various signals, checks the account name at login time, and if it matches string “oracle”, it logs used out with the comment.

logname(1) is set by the O/S at login time. If it matches ‘oracle’, then the session is terminated.
Solution based on SSH, SUDO and SUDOSH

Prerequisites

In accordance with good security policies, traditional login protocols should not be used. Most of superdaemon-based (inetd and xinted) protocols need to be either  disabled or managed through some access control lists. 

Bastille (http://www.bastille-linux.org/) is one of many good references for O/S security tightening.

· Traditional login protocols must be disabled (telnet, rlogin, rsh, and so on).

For HP-UX, for example, it is done by commenting out relevant entries in /etc/inetd.conf and restarting the inetd daemon:
#telnet       stream tcp nowait root /usr/lbin/telnetd  telnetd

#login        stream tcp nowait root /usr/lbin/rlogind  rlogind

#shell         stream tcp nowait root /usr/lbin/remshd   remshd

#exec         stream tcp nowait root /usr/lbin/rexecd   rexecd
Newer versions of Solaris (SunOS 10, for example) use SMF:

svcadm disable telnet

svcadm disable rlogin
svcadm disable shell:default

svcadm disable rexec

Linux typically use xinetd(1) configuration files. Check relevant files in 

/etc/xinetd.d and ensure that this line is listed for each service:

disable = yes

· CDE and other types of GUI logins must be disabled (a common setup for servers). This is done through various startup scripts.

In other words, only SSH is allowed.
· In older SSH versions, there is an option DenyUsers that applies to seemingly all operating systems.
Installation and Configuration
· SUDO:
http://www.sudo.ws/
Sudo (su "do") allows a system administrator to give certain users, or groups of users, the ability to run some commands as root or another user while logging the commands and arguments.
Compiled packages for SUDO are available for almost all flavours of Unix and Linux. Most modern versions deliver SUDO as part of the O/S installation.

An example of /etc/sudoers file:

User_Alias
DBA=dba1,dba2

DBA         ALL=(oracle)/usr/local/bin/sudosh

User_Alias DBA lists personal login names of Oracle DBA team members.
DBA group is allowed to execute command /usr/local/bin/sudosh by assuming identity of user oracle through SUDO. That is the only command allowed.
· SUDOSH - C compiler, for example GNU C, is required:

http://sourceforge.net/projects/sudosh/
SUDOSH was designed specifically to be used in conjunction with SUDO. It allows the execution of a root shell with full logging.
To compile SUDOSH, the following method is recommended:
cd /usr/local/src/sudosh-1.6.3

./configure

make

make install

sudosh -i

     By default, log entries are generated via syslog(1) and also in directory 
     /var/log/sudosh.

· Update sshd_conf (full path of the file depends on the operating system) with DenyUsers directive and restart the sshd daemon:

DenyUsers oracle

Testing

· Log in as user dba1 and execute the following command:
/usr/local/bin/sudo –u oracle /usr/local/bin/sudosh
     SUDO will prompt user dba1 for its own password. If successful, SUDOSH will

     be started as user oracle.

Monitoring

SUDOSH takes advantage of pty device between the user's keyboard and a program, in this case a Shell. Every command the user types within the root shell is logged as well as the output. 
Using "sudo -s" or other methods does not log commands typed to system log files. Generally the commands are logged to a file such as .sh_history. If one uses a Shell such as csh that does not support command-line logging, then auditing is in jeopardy. With SUDOSH, no matter what Shell is used, all of the command lines are logged to syslog (including vi keystrokes). 
· There is a replay command to check what the user did:
/usr/local/sbin/sudosh-replay
Here is an example of sudosh-replay(8) without any arguments:

Date                      From         To           ID

====                      ====         ==           ==

Sat May 12 18:53:42 2007  dba1         oracle       dba1-oracle-1178960022-ZQ1CaaGpm8By1gbN

??? indicates no information available (pre 1.4.3)

** indicates no random file names (pre 1.6.0)

Usage: sudosh-replay ID [MULTIPLIER] [MAXWAIT] See 'sudosh-replay -h' for more help.

Example: sudosh-replay dba1-oracle-1178960022-ZQ1CaaGpm8By1gbN 1 2

Note  that SUDOSH can be a login Shell too.
Personal experience:
If a specific account requires access to many privileged commands, use SUDOSH as login Shell.

If number of privileged commands is small, use SUDOSH through sudoers file.
Implementation Schedule

An open-source solution based on SSH, SUDO and SUDOSH satisfied all requirements.

The solution is not limited to Oracle accounts. It can be used on servers with multiple system administrators whose actions must be auditable.
No downtime was incurred and full customer satisfaction was achieved. The customer was extremely happy with the resolution.
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Summary

This KB describes a simple solution based on SSH, SUDO and SUDOSH to lock-down shared login accounts. The procedure is generic and does not depend on any specific Unix or POSIX-compliant O/S.
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