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Some interesting points from personal and friends’ experience (me - 26 years in Unix/Linux support and architecture role).

As a person who helped migrate more than 210 companies from Windows to some flavor of Unix and Linux, I could be biased (although I firmly believe I am right because facts speak for themselves).

I can understand why Windows is popular with private users (ease of use, huge market presence, readily available drivers for all new hardware, pre-installed on most PCs and notebooks, lot of gaming, video, and audio tools, and so on). However, I cannot, and shall never accept reasoning why any corporation should or would use such a primitive and overall expensive operating system.

Some of reasons why HP-UX over Windows (my private views):

1) The company that makes and sells Windows (Microsoft) is well known for anti-competitive behaviour. As a corporate “player” they cannot claim great reputation. For me, that is a valid reason why not to support their products.
2) HP-UX is very stable operating system - can stay running (no reboot required) for years if tuned properly. In other words, the following attributes apply:

Performance
Efficiency
Reliability
Scalability
3) Even an un-patched HP-UX server can keep on working for many years. Try not to update patches on Windows servers for several months and see how it goes!

4) Whilst mostly reactive patching policy applies to customers running HP-UX (and Unix/Linux in general), it is absolutely critical to have pro-active patching policy for Windows. In other words, no Windows machine can ignore to follow installation of patches, as recommended by vendor, without risking its status.

In ideal world, pro-active patching should apply to all servers, but HP-UX (Unix/Linux in general) is known to run without any patching or upgrades for many years.

5) HP-UX is real multi-tasking OS. Try to run even just two intensive applications on Windows simultaneously!

6) Most configuration files are ASCII on HP-UX, easy to manage and view. Compare it with Windows Registry.

7) Not nearly as many problems with security vulnerabilities. Spyware, malware, virii!

In fact, the hidden cost of being forced to install anti-virus and other security scanners on Windows is just too high and counter-productive.

The top most targeted operating systems in 2010 are the following (data on 2010 from National Vulnerability Database http://nvd.nist.gov reveals some interesting statistics):

   


Windows 7 vulnerabilities statistics is here:

http://www.cvedetails.com/product/17153/Microsoft-Windows-7.html?vendor_id=26

	Year 
	# of Vulnerabilities 
	DoS 
	Code Execution 
	Overflow 
	Memory Corruption 
	Sql Injection 
	XSS 
	Directory Traversal 
	Http Response Splitting 
	Bypass something 
	Gain Information 
	Gain Privileges 
	CSRF 
	File Inclusion 
	# of exploits 

	2009 
	15 
	3 
	10 
	2 
	6 
	
	
	
	
	
	
	
	
	
	1 

	2010 
	64 
	16 
	29 
	15 
	9 
	
	1 
	
	
	2 
	1 
	22 
	
	
	4 

	2011 
	11 
	1 
	2 
	1 
	2 
	
	1 
	
	
	
	2 
	5 
	
	
	2 

	Total
	90 
	20 
	41 
	18 
	17 
	
	2 
	
	
	2 
	3 
	27 
	
	
	7 

	% Of All
	
	22.2 
	45.6 
	20.0 
	18.9 
	0.0 
	2.2 
	0.0 
	0.0 
	2.2 
	3.3 
	30.0 
	0.0 
	0.0 
	


As far as HP-UX is concerned, here is the statistics:
http://www.cvedetails.com/product/20/HP-Hp-ux.html?vendor_id=10 
	Year 
	# of Vulnerabilities 
	DoS 
	Code Execution 
	Overflow 
	Memory Corruption 
	Sql Injection 
	XSS 
	Directory Traversal 
	Http Response Splitting 
	Bypass something 
	Gain Information 
	Gain Privileges 
	CSRF 
	File Inclusion 
	# of exploits 

	1999 
	13 
	2 
	
	2 
	
	
	
	
	
	
	
	6 
	
	
	1 

	2000 
	20 
	2 
	3 
	6 
	
	
	
	
	
	
	
	12 
	
	
	

	2001 
	32 
	12 
	6 
	9 
	
	
	
	
	
	1 
	
	9 
	
	
	

	2002 
	29 
	9 
	10 
	14 
	
	
	
	
	
	1 
	
	8 
	
	
	

	2003 
	28 
	7 
	14 
	17 
	
	
	
	
	
	
	
	7 
	
	
	

	2004 
	14 
	6 
	3 
	4 
	
	
	
	
	
	
	
	4 
	
	
	

	2005 
	18 
	6 
	4 
	1 
	
	
	1 
	
	
	
	
	1 
	
	
	

	2006 
	20 
	9 
	4 
	3 
	
	
	
	
	
	
	
	4 
	
	
	

	2007 
	14 
	6 
	3 
	3 
	
	
	1 
	
	
	
	
	2 
	
	
	

	2008 
	8 
	5 
	
	1 
	
	
	
	
	
	
	
	1 
	
	
	

	2009 
	5 
	2 
	1 
	
	
	
	
	
	
	1 
	
	1 
	
	
	

	2010 
	5 
	3 
	
	
	
	
	
	
	
	
	
	1 
	
	
	

	Total
	206 
	69 
	48 
	60 
	
	
	2 
	
	
	3 
	
	56 
	
	
	1 

	% Of All
	
	33.5 
	23.3 
	29.1 
	0.0 
	0.0 
	1.0 
	0.0 
	0.0 
	1.5 
	0.0 
	27.2 
	0.0 
	0.0 
	


8) Too frequent operating system release changes:

Year                    Event

1983    Microsoft Windows announced November 10, 1983.

1985    Microsoft Windows 1.0 introduced in November 20, 1985.

1987    Microsoft Windows 2.0 released December 9, 1987.

1987    Microsoft Windows/386 or Windows 386 introduced December 9, 1987.

1988    Microsoft Windows/286 or Windows 286 introduced June, 1988.

1990    Microsoft Windows 3.0 released May, 22 1990.

1991    Following its decision not to develop operating systems cooperatively

            with IBM, Microsoft changes the name of OS/2 to Windows NT.

1991    Microsoft Windows 3.0 or Windows 3.0a with multimedia released October, 1991.

1992    Microsoft Windows 3.1 released April, 1992.

1992    Microsoft Windows for Workgroups 3.1 released October, 1992.

1993    Microsoft Windows NT 3.1 released July 27, 1993.

1994    Microsoft Windows for Workgroups 3.11 released February, 1994.

1994    Microsoft Windows NT 3.5 released September 21, 1994.

1995    Microsoft Windows NT 3.51 released May 30, 1995.

1995    Microsoft Windows 95 released August 24.

1996    Microsoft Windows NT 4.0 released July 29, 1996.

1996    Microsoft Windows CE 1.0 released November, 1996.

1997    Microsoft Windows CE 2.0 released November, 1997.

1998    Microsoft Windows 98 released June, 1998.

1998    Microsoft Windows CE 2.1 released July, 1998.

1998    In October of 1998 Microsoft announced that future releases

            of Windows NT would no longer have the initials of NT and

            the next edition would be Windows 2000.

1999    Microsoft Windows 98 SE (Second Edition) released May 5, 1999.

1999    Microsoft Windows CE 3.0 released 1999.

2000    On January 4th at CES Bill Gates announces the new version of

            Windows CE will be called Pocket PC.

2000    Microsoft Windows 2000 released February 17, 2000.

2000    Microsoft Windows ME (Millennium) released June 19, 2000.

2001    Microsoft Windows XP released October 25, 2001.

2001    Microsoft Windows XP 64-Bit Edition (Version 2002) for Itanium

            systems released March 28, 2003.

2003    Microsoft Windows Server 2003 released March 28, 2003.

2003    Microsoft Windows XP 64-Bit Edition (Version 2003) for Itanium 2

            systems released March 28, 2003.

2003    Microsoft Windows XP Media Center Edition 2003 released December 18, 2003.

2004    Microsoft Windows XP Media Center Edition 2005 released October 12, 2004.

2005    Microsoft Windows XP Professional x64 Edition released April 24, 2005.

2005    Microsoft announces "Longhorn" will be named Windows Vista July 23, 2005.

2006    Microsoft releases Microsoft Windows Vista to corporations November 30, 2006.

2007    Microsoft releases Microsoft Windows Vista and Office 2007 to the

            general public January 30, 2007.

2009    Microsoft releases Windows 7 October 22, 2009.
Compare it to relative stability of HP-UX in the last 10 years, for example:

2000    11.11

2001    11.20

2002    11.22

2003    11.23

2007    11.31

9) The need for frequent reboots, even for simplest tasks and updates. The sad things is that we have all been conditioned and "trained" to accept reboots as normal part of server maintenance!

10) Performance, especially for high-end applications and databases. Memory leaks and management are very poor on Windows.

11) High maintenance for general support (admin support, cost of frequent downtime to patch, and so on).

12) Error messages on Windows are very cryptic and are more unfriendly than those on HP-UX in general.

13) System administration on Windows is primarily GUI-based, meant for "illiterates". HP-UX offers excellent GUI, TUI, and CLI options.

In addition, HP-UX web-based System Management Homepage provides preview mode where admins can prepare commands in GUI, and then analyse what they would do if they were run on the command-line.
14) Windows source code not readily available to general public and based on proprietary code, whilst HP-UX contains lot of tools and code based on open-source (hence, heavily scrutinized and evaluated).

15) Networking stack in Windows often buggy and underperforming.

16) Windows does not have a real answer for chroot (jailed or container-based, SRP) applications. The Windows partial equivalent of chroot is RUNAS, but it is not a full solution. Or, they can use Cygwin...

17) Software upgrades from Microsoft often require the user to purchase new/more hardware or prerequisite software.

18) Out-of-the-box, HP-UX offers more reliable and no-extra-cost tools for a wide-variety of tasks.

19) Deterioration of performance over time, especially disk defragmentation, which commonly requires complete re-imaging.

20) Although not flattering for HP-UX either, http://www.top500.org lists only 1% of the 500 most powerful supercomputers running Windows.

21) Poor event logging and debugging abilities.

22) Un-recoverable errors more difficult to resolve.

23) HP-UX inter-operates easily with many other operating systems. Windows try to conquer the market by not releasing the APIs and code as much as possible.

24) If, for some reason, Windows license is incorrect, Microsoft disables lot of features straight away.

25) On-line patching and boot disk management via clones (like HP-UX Dynamic Root Disk) is not really available on Windows.
26) HP-UX offers excellent patch auditing and management across whole environment (heterogeneous versions of the OS) via Software Assistant.
27) HP-UX offers native (free) disk scrubbing tool compliant with DOD 5220-22-M.

28) HP-UX supports MemFS, which is very useful for temporary staging areas.

29) HP-UX natively supports excellent EVFS (Encrypted Volumes and Files).

30) HP-UX has excellent tools to tune the servers (Tune-N-Tools, LORA, PRM, WLM, and so on).

31) HP-UX supports Dynamic nPars (on Itanium generation 1 servers) and four virtualization types:

nPar

vPar

IVM

SRP

32) HP-UX has excellent capacity-on-demand and dynamic licensing capabilities:

TiCAP

iCAP

GiCAP

PPU
33) Change or replacement of hardware can disable activation key on Windows. Windows Product Activation checks eight different categories of hardware:

Processor and Serial Number

IDE Adapter

Hard Drive Device and VSN

RAM Amount Range

Display Adapter

Optical Drive

SCSI Adapter

Network Adapter

Each hardware part has a point number assigned to it - if you replace too many and exceed a certain amount of points you will have to reactivate Windows. Product key information, in the form of the product ID, is sent along with a "hardware hash" (a non-unique number generated from the PC's hardware configuration) to Microsoft's activation system.

34) Internet Services: HP-UX has included protocols such as SMTP, telnet, ftp, DNS (bind), SNMP, LDAP, SSH, and many others.

All of these protocols and services are somehow "forgotten" by Windows. They can be “covered” by third-party products and Microsoft's own commercial tools. However, none of these programs and products can compare to HP-UX in terms of flexibility and power.

In fact, let's take a look at what versions of, for example, email, web and DNS internet-facing servers run:

http://www.securityspace.com/s_survey/data/201006/index.html

http://www.securityspace.com/s_survey/data/man.200906/mxsurvey.html

http://en.wikipedia.org/wiki/Root_nameserver
32) Forecast for demand for Unix and Linux is great (and HP-UX is certainly a significant part of Unix):

                                
[image: image2.emf]UNIX continues to dominate in large (>$25K) deployments

Forecast: Demand for UNIX, Linux Servers

2010- 2015 

CAGR

Linux: 6.2%

Unix: 1.3%

Gartner Dataquest forecast US $M

UNIX and Linux in price bands>$25K

Source: Servers Worldwide: Forecast Database, June 2010


Please understand that I do not hate Windows. In fact, I do not hate anything. Life is too short to waste on emotions like jealousy, hate and fear. It just happens that over last 26 years I have proven that I do not need Windows for me, my family, or my customers much.
UNIX continues to dominate in large (>$25K) deployments
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UNIX has been the mainstay in large-scale deployments and, especially, in mission-critical environments. As this chart reflects, Gartner Dataquest forecasts continued growth in the greater-than-$25K price bands. While growth will not be as rapid as that of Linux servers, UNIX servers will continue to dominate in price bands above $25K. 



Furthermore, there is other data that suggests UNIX will be the predominant OS in servers above 6-8 sockets.



UNIX success in this large-scale band reflects the sweet spot for UNIX servers, which lies with large complex applications, especially: 

ERP—mission-critical enterprise resource planning

CRM—customer relationship management

OLTP—online transaction processing

Complex databases and decision support

These applications all benefit most from UNIX servers’ scalability, availability, security and platform stability, but some think that UNIX servers are old and too expensive relative to Linux servers. We will show you how HP Mission-Critical Converged Infrastructure is game changing for UNIX computing.



Additional background:

With HP Mission-Critical Converged Infrastructure, UNIX users can meet their strategic goals at a much lower price point than ever before. According to Gartner Dataquest forecasts through 2015, UNIX will continue to dominate in large deployments above $25K US, and will remain superior for complex workloads and large DBMS instances.
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Chart1


			2009			2009


			2010			2010


			2011			2011


			2012			2012


			2013			2013


			2014			2014





Linux


UNIX


811231752


9840679648


828141521


8388728186


944170112


8898023455


976480978


8975747339


1022936004


8956617489


1061737390


8871317631





Sheet1


						Linux			UNIX


			2009			811,231,752			9,840,679,648


			2010			828,141,521			8,388,728,186


			2011			944,170,112			8,898,023,455


			2012			976,480,978			8,975,747,339


			2013			1,022,936,004			8,956,617,489


			2014			1,061,737,390			8,871,317,631


			2015			1,121,217,954			8,940,127,720

















