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Some interesting points from personal and friends’ experience (myself - 23 years in Unix/Linux support and architecture role).

Although the comments below are primarily dedicated to HP-UX, most of issues apply to other operating systems too. I am specifically targeting FC-based SANs, as iSCSI

is not a major player yet.

Number of companies have used HP-UX SAN boot. To the best of my knowledge, most of them running IA 11.23 (with few exceptions that run HP-UX 11.11 in SuperDome complexes).

It worked flawlessly (as usual, we had to ensure firmware levels were adequate for SAN boot).

Alas, SAN boots are not overly popular for HP-UX (or most other Unices for that matter). For number of reasons, it did not win the hearts of customers.

Overall opinion (both by customers and most Unix support staff): Use internal disks for boot, and SAN or external storage for applications and databases.

The executive summary by support teams: they have almost always found SAN boot for HP-UX to be very effective. There was one exceptional case (known to me) where Secure Path 3.0E was used when they had extreme difficulty getting it running. The crucial key was getting a recent operating system to recognise the LUN, add the Secure Path drivers during the Install-UX and then continue with the installation (otherwise the system would not able to find the Secure Path drivers upon subsequent reboots).

So, here are my comments on what is good and bad about HP-UX servers booting from SAN.

Advantages of the SAN-based boot

A) Not storing operating systems and applications on the internal disks of a server. In other words, they do not have to be reinstalled to restore the system following internal hard disk problems. This significantly reduces the time needed for system recovery.

This is especially beneficial when same-class server migration or emergency repair is needed.

B) Where a spare server is available, the operating system and applications can easily be transferred from the failed server to the spare one simply by changing the server and storage links. The same software can then be launched and run unchanged directly on the spare server, thus reducing outage time.

Therefore, ease of performing disaster recovery (easy to point to another host).

C) SAN boot configuration allows collection of all server internal storage, previously distributed across multiple system locations, into a single SAN-linked disk array unit. Such storage integration enables simpler, centralized, storage management, resulting in fewer, more localized, maintenance tasks.

Compared to a conventional configuration of discrete servers, this approach reduces space requirements and maximizes storage resource use.

D) By removing internal hard disks (characterized by relatively higher failure rates) from each server, server reliability also increases.

E) Disk array handles disk protection. This reduces overhead on the server to deal with classical mirroring tasks for internal boot disks and JBODs via Volume Managers.

It also helps with the FC port fault-tolerance issue.

F) SAN boot environments are particularly beneficial in the following scenarios:

· Database systems based on conventional SAN-

   configured systems comprising fibre channel   

   switches and disk array units.

· Backbone business systems that require the ability to immediately restart on any spare machine using fast system startup by unit replacement, rather

   than fail-over transfer of processing.

· Diskless hardware configurations, such as Blade systems. 

For example, with HP Blades with FC Mezzanine cards, boot off SAN is highly recommended.

  HP Blades with Virtual Connect (VC) are also ideal candidates for SAN boot.

· When clustering is not available, or customer decided against it.

· When customers are reluctant to use it for production servers, a good opportunity is to do it for DR and development environment.

· Virtualised environments (faster deployment, and greater flexibility when adding capacity).

G) Built natively into the operating system (Linux, HP-UX, and so on). Comprehensive SAN support (vendors like EMC, HDS, Sun, HP), which means it is flexible in most customer sites.

H) Not constrained by physical hardware limitations (running out of disk space is not an issue). LUNs can easily be extended, or added and removed.

I) Boot disk failures on SAN are typically a non-event for Unix support teams (boot LUNs are normally RAID-1 or RAID-5). There is no Unix-side work to recover a failed disk (unless Volume Manager is used on the Unix side for boot volume group).

Disadvantages of SAN-based boot

A) The most critical piece of hardware for SAN booting is the Host Bus Adapter (HBA). Not all HBAs and hardware models support SAN-based booting.

B) Identification of LUNs can be difficult using the EFI without assistance of SAN administrator, or changing the scanlevels.

C) Drivers for newer cards are often not part of the operating system yet, and need to be added at install time.

Similarly, newer drivers do not tend to be stable as traditional SCSI-attached disk.

D) The HBA patching and administration can be a serious issue if uptime of servers is crucial.

E) Multiple points of failure. If the switch or SAN has a problem, the server will mostly likely hang or crash. At that point, it will not only be unable to boot until problem is resolved, but might also corrupt data.

Have a tested plan for diagnosing issues on the SAN. Make sure if the SAN is not available you can still boot (for example, keep installation media in DVD drives or have Ignite server available for network-based boot).

F) Be prepared to have complex manual processes in disaster recovery procedure (for example, booting to LVM maintenance mode and vgexport/vgimport the root volume group). In other words, have disaster recovery procedures properly planned and tested. 

Unfortunately, most companies are not prepared as well as they should be.

G) Multiple Vendors. When troubleshooting a server which will not boot, coordination between vendors will often result in "finger-pointing" and "blame the others".

H) Relatively complex procedures to remove or replace storage arrays.

A new disk array is purchased, but it only supports certain connection methods and/or boot types. As a result, the legacy environments are unable to utilize the new array.

I) At times, depending on the SAN type, maintenance tasks on SAN might require the storage to be down, hence the servers go down too.

J) Depending on the company size, the high utilisation of FC ports could lead to the shortage of ports (FC switches are not cheap!).

For example, in best scenarios, two ports would be used for boot disk(s) and maybe two or more ports would be used for other LUNs that deal with applications. Four ports per each server might be an expensive practice!

On the other hand, if same two ports are used for boot LUNs and other application LUNs, there is a risk of I/O contention between applications and databases on one side and the O/S on the other side.

However, if there is a port shortage, less important servers can be reduced to one-port versus the standard two-port connectivity for fault tolerant environments.

The downside is that a failure on that port will cause the server to crash and possible data corruption.

K) Each server on the SAN needs its own boot LUN(s). That means one needs to designate as many boot drives in the storage array as there are servers accessing that storage, and the server must have access to the correct boot disk.

SAN administration of those unique (non-shared) LUNs for boot disks is crucial.

L) Some SAN environments and operating systems have problems where the LUNs can be re-enumerated in a different order after the power off. That needs to be carefully planned and investigated per each platform.

M) Humans inherently like to use proven technologies.

Whilst all Unix admins (even the average ones) know how to build and manage servers with internal boot disks, the same cannot be said for SAN-based disks.

Even worse, many Unix admins have limited skills in debugging or checking SAN-based devices.

N) Businesses do not like SAN-based boot much. Here is why (I actually got this answer from one CIO).

Question: How do companies grow these days?

Answer: Mostly by acquisitions and/or sales of business divisions.

Hence, for an average business manager or CIO, it is much easier to split the company and sell stand-alone servers. It is much more difficult to "split" the SAN or migrate servers that are sold to another company.

O) Complexity of the overall solution in regards to proper design and installation. A very careful planning of all dependencies and future growth and upgrades is necessary.

P) Bad experiences with earlier implementations (even if it was not directly linked to HP-UX boot on SAN). Humans like to remember disasters for a long time.

Q) Total Cost of Ownership is important.

For a small to mid-range servers, there is a large overhead just to have SAN-based boot environment:

· At least two HBAs on the server;

· At least two ports on the SAN switches and the disk array;

· FC cabling;

· The cost of ports on the SAN switches is not small,

     likewise for HBAs;

· SAN ongoing management and monitoring;

· Maybe licensing;

· and so on.

On the other hand, two cheap internal disks make server builds so much easier and do not require large teamwork.

R) Stringent Change Management Procedures. Even a small change on the SAN side can cause major disruptions on servers.

S) If replication between sites is used, swap is useless at the remote site. Replicating it can be painfully slow, so only keep enough swap in the root volume group to boot the operating system ((best practice is to use 4 or 8 GB for primary swap), and then add the rest (as well as dump) at other disks or LUNs.

Never attempt to place swap on a disk replicated synchronously.

T) Lack of updated documentation for best practices and detailed information on how to install SAN boot servers (especially for 11.31).

U) Not very useful for disaster recovery if the spare server is not identical to the production one (Ignite-UX is much easier to use to migrate to “similar” hardware). Patch and firmware updates would need extra attention in that case as well.

